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To understand the type of data system the blockchain is, let’s take a look at the kinds of data
software and systems we deal with in everyday scenarios.

A spreadsheet on your computer

When you create a new spreadsheet, you're essentially constructing an electronic version
of information so you can store it on your computer’s internal hard drive as data. The
spreadsheet software, as well as your internal hard drive (the hardware), are designed for a

single person to use at a time.

Pros:

* Aslong as your computer remains secure, you'll be the only one who has access to
your data.

* The spreadsheet software allows you to use formulas to automatically calculate
values based on data in another data cell or spreadsheet stored on your hard drive.
If your spreadsheet software is compatible with your database tool, you'll be able to
automate data interactions between the two.

Cons:

» If your computer is stolen or your hard drive is corrupted, all of your data will be
gone.

* Your computer could get hacked, giving unauthorised parties access to your data.

« |Ifyou wanted someone else to work collaboratively on the same spreadsheet, you'd
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» have to send them the file. They would then have to return the latest version of the
file. The File will pass to and fro, resulting in many different versions of the same
spreadsheet.

A spreadsheet in your company’s data management system

When you create a spreadsheet on the computer system at work, the electronic data will be
stored on powerful computers (the server) located downstairs in the IT department. Most
likely, your company will have backup servers keeping a duplicate of the entire database -
either on or off-premise.

Since the company’s servers store all the data generated by each person and department,
the entire database will be accessible to people with the correct permissions - if they know
where to look.

Pros:

* Anyone who has access to the server can be granted permission to read and/or write
the same spreadsheet to improve collaboration.

« Depending on the sophistication of your company’s software (ERP system), you'll
be able to automate data interactions between a number of your software tools.
E.g. Should the projected profit margins calculated by one of your programmes fall
below a certain level, your email software would automatically send a notification to
a relevant individual.

Cons:

« Everyone with access to the data can write, rewrite or erase data, with no record
kept of the changes. Should an error slip in or a willful manipulation of data occurs,
it will be very difficult to detect and trace it back to its source to correct and hold
accountable the person at fault.

* When audit time comes, you'll need a team of auditors to sift through data stored in
various locations on your server to combine it into a single, coherent report. Because
they have to rely on the latest version of the file with no record of the changes
(legitimate or illegitimate) that have occurred along the way, it will be impossible
to guarantee the accuracy of the data they report on. Failing an audit could result in
fines and/or other penalties for the company.
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» Other departments or regional offices might use different software systems that's
incompatible with yours. This creates data silos that limit collaboration and prevent
anyone from gaining a Big Picture overview of operations..

« The company is responsible for the entire cost of ownership of the system, including
computers, servers, software, security and the cost of employing IT personnel.

« Company servers can go down and cause operational downtime..

« Company servers are a prime target for cyber-attacks. If your server is hacked, sensitive
data like client’s personal information and corporate secrets might be compromised. A
ransomware attack could encrypt your data and hold you ransom to get access to the
decryption key.

» Ifacyber-attack occurs, it will be essential to detect it early to isolate the affected
machines. But, because your database allows people to read, write and erase data,
hackers can erase traces of their access. This will let them lurk in your servers until they
can do maximal damage to your systems. The SolarWinds security breach is a perfect
example.

A remote working model

In a remote working setup, you would create your spreadsheets via Cloud-based software that
stores data on a Cloud server, like Google Drive.

In a cloud computing model, the servers that run your software and store your data are made
up of powerful computers located in special remote warehouses (a data centre). Hundreds or
even thousands of computers combine their power and storage so many clients (i.e. different
companies) and users can access the database simultaneously. To access your data from this
data centre, you could use an Internet connection or a more secure direct line.

Pros:

» Ifyour server is hooked up to the Internet, you can collaborate with anyone, wherever
they find themselves in the world.



https://coingeek.com/recent-solarwinds-security-breach-may-be-greater-threat-to-humanity-than-covid-19/

Chapter 1: The evolution of data software and systems

Cons:

Depending on your software’s sophistication (Cloud-based ERP system), you'll be able
to automate data interactions between your software tools.

Everyone with access to the data can write, rewrite or erase data, with no record kept
of the changes. Should an error slip in or a willful manipulation of data occurs, it will be
very difficult to detect and trace it back to its source.

Company auditors have to assume that the data in your system is accurate, even
though changes could have occurred between the time the data was logged and the
present.

If your company needs to collaborate with other organisations, the other parties will
have to use the same software. Alternatively, you'd need a software integrations
specialist to build a bridge to allow different programmes to communicate with each
other.

Although the cloud provider bears the costs of the outlay, maintenance and security
of their infrastructure, you will have to pay a subscription fee to use it. There are
different costs associated with different types of data. For example, a customer would
pay ingress and egress fees for accessing their archival data. If it’s a free product, the
provider is probably selling your data to fund their business model.

When your provider’s servers go down, your data will become inaccessible.

Cloud servers can get hacked or mistakenly share your data with unauthorised
individuals.

Blockchain: a distributed and public data management system

(The blockchain model is derived from the invention of Bitcoin. And so we consider the Bitcoin
blockchain as the archetype for a blockchain system. Read chapter four for more info.)

If your company operates on a public blockchain system, exact copies of your
database will be stored on a computer network (the server) distributed across the
globe.




Each time someone changes the data, a new record will be published to indicate the
latest version.

The latest version will not overwrite any of your data’s previous versions but show
the entire history of changes.

Additionally, the record will show which party was responsible for making each
change, and indicate the date and time.

The blockchain database is also publicly accessible. Unless data is encrypted before
being recorded, anyone who accesses the database (via a blockchain explorer over
the Internet) will be able to sift through the data. They won't be able to make sense
of how the data relates to other data or who created or made changes to any
particular data record. This is because the blockchain attributes pseudonyms to each
person that interacts with it in the form of a blockchain address. And, unless they
reveal their pseudonym to you, you'd need incredibly sophisticated algorithms to
decipher the identity behind a blockchain address.
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The Bitcoin blockchain’s software indicates precisely when it published each record by
adding a timestamp upon publication.

DIGITAL PAYMENTS |

BITCOIN PAYMENTS

Doing so creates something a bit like a bank statement - or ledger - with each event listed
along with its time.
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Long lists of events and times are grouped into blocks. Each block has a block header - an
identifier that is unique to that block and mathematically connected to the block header
of the previous block. This system of ordering blocks through a mathematical connection
between their headers to link (chain) the blocks in a fixed sequence is known as the blockchain.
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Like all data management systems, a blockchain system is composed of hardware, software
and a protocol:

* The blockchain hardware is made up of specialised computers that are used to en-
force the network consensus rules.

* The blockchain protocol establishes the rule-set that governs the network and its
participants. According to the Bitcoin Whitepaper, this is based on Proof-Of-Work,
where one CPU equals one vote to incentivise honest activity.

* The blockchain software provides the bridge between the transaction processors and
protocol rule-set that delivers the work to the rest of the network.
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How do Bitcoin and blockchain
fit together?

The blockchain model is derived from the invention of Bitcoin. We can consider the Bitcoin
blockchain the archetype or model for blockchain systems. The characteristics of this
model are described in the Bitcoin whitepaper.

This blockchain model can only achieve the greatest efficiency by operating as the
sole data management system to serve billions of applications globally. In such a
scenario, interoperability between all parts of business and society is maximal, while the
infrastructure costs are kept to a minimum as it replaces all other data systems.

Though there are blockchain projects that have established different versions of the
model, they will not deliver the same efficiencies. As ‘blockchain’ is commonly used as a
buzzword, it's worth taking any project with that label with a grain of salt.
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A TRUE “BLOCKCHAIN" DELIVERS A KEY SET OF CAPABILITIES

T Public, global distribution of data
|

tkahili Timestamp ledger, with business events (payments and
Transparency & Auditability data transactions) recorded in chronological order

|
Immutability Tamper-proof record keeping, so data is immutable

Fast & Low Cost Fast, efficient, and low-cost payment system
|
. . are Transactions have privacy but are traceable (not
Privacy With Traceability TR

BUT NOT ALL “BLOCKCHAINS” ARE ACTUALLY BLOCKCHAINS

“BLOCKCHAIN" HAS OFTEN BEEN USED TO INCORRECTLY DESCRIBE DISTRIBUTED LEDGER TECHNOLOGIES (DLTS),

FEDERATED DATABASES, AND EVEN DATABASES LOCATED IN MULTIPLE SERVER LOCATIONS

A true blockchain should be kept

are just private, permissioned in distributed Fashion and publicly

ledgers, which do not guarantee verifiable, which helps (along
immutability. with proof-of-work) ensure their

immutability.

Some supposed “blockchains”

A true blockchain should record
Certain technologies, like DLT, do a time-ordered record of
not have cryptographically linked business events (payment or data
blocks of time-ordered transactions), and secure them via
transactions. cryptographically linked blocks of

such transactions.

14



